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The National Information Assurance Education & Training Centers of Excellence program is open to nationally or regionally accredited 2-year Community Colleges, technical schools, state or federally endorsed IA/Cybersecurity training centers or U.S. Government IA/Cybersecurity training centers. The mission of the nationally accredited institution must be in the Information Assurance (IA) and/or Cyber education arena. Applications must be submitted electronically via the online application process. Applications are assessed against criteria, listed below, which are intended to measure the depth and maturity of programs of instruction in IA/Cyber education and training. Applicants must clearly demonstrate how they meet each of the six criteria. Minimum requirements for each of the criteria must be met in order to obtain designation. Successful applicants are designated as a National IA Education and Training Center of Excellence for a period of 5 years academic years, after which they must successfully reapply in order to retain the designation. The criteria is reviewed annually and strengthened as appropriate to keep pace with the evolving nature of IA/Cyber. (Designation of National IA Education and Training Center of Excellence does not carry a commitment of funding from the National Security Agency or from the Department of Homeland Security.)

Provide a link to the letter that was mailed to the NSA Program Office stating intent to apply for the CAE2Y program, verifying status as a 2-year institution, and providing evidence of national or regional accreditation. (You will be able to add the link just before formal submission after the ‘Prepare for review’ button is selected.) 
http://angel.ecc.edu 

(There is a requirement that a letter of intent on official institution letterhead, signed at an appropriate level (Dean or higher), and a verifying the 2-year status and national or regional accreditation of the school must be mailed to the NSA Program Office prior to the due date for the CAE2Y application.) The mailing address follows: 
National Security Agency 
Attn: CAE Program Office
9800 Savage Rd., SAB3, Suite 6744
Ft. Meade, MD 20755-6744

Prerequisite: Prior to submitting an application for the National Centers of Academic Excellence in IA Education Program, IA courseware must be certified under the IA Courseware Evaluation Program (http://www.nsa.gov/ia/academia/iace.cfm?MenuID=10.1.1.1) as meeting the Committee on National Security Systems (CNSS) Training Standards (http://www.cnss.gov) and the certification must be current. Specifically, certification for CNSS Training Standard 4011 is required, and certification of at least one additional CNSS Training Standard (4012, 4013, 4014, 4015, 4016 or subsequent standards) is required.

Verify that your university has met the CAE2Y Program prerequisite by identifying the CNSS Training Standards to which you have mapped and the date of certification for each standard. (You will be able to add/update this information just before formal submission after the ‘Prepare for review’ button is selected.)
 

Standard Date of Certification
(mm/dd/yyyy) 
4011 03/01/2010 
  
4013 at the E level 03/01/2010 
  
  
  
 
 

--------------------------------------------------------------------------------
 
1. IA Partnerships: Extending IA beyond the normal boundaries of the College/Institution and bringing current IA practitioners into the IA Center. Provide evidence of partnerships in IA education with 4-year schools, other Community Colleges, Two-Year Technical schools, K-12 schools, Industry Schools, Government Schools, Federal/State Agencies, Business, Industry or Non profit organizations. Evidence must be in the form of an articulation agreement, Memorandum of Agreement, letters of endorsement, etc. between the schools. Articulation Agreements must be specific to IA programs. Partnership(s) may include: Shared curriculum and resources (IA teaching materials provided); shared faculty (faculty on curriculum committee for more than one institution); and reciprocity of credits.  

 
Overall Point Value: 10 minimum/20 maximum 
 

--------------------------------------------------------------------------------
 
a. Shared Curriculum (e.g., IA teaching materials provided to technical schools, universities, community colleges, K-12 schools, etc.)
Point Value: Up to 5 points 

 
SUBMISSION: 
As mentioned later in this application, ECC has taken the lead in formulating a regional branch of CyberWatch for NY State. We met last April 16, 2010. This group consists of five 4 year institutions and 5 two yr. schools. As we are in the formative stages, thus far we have shared common challenges and goals. Our expectation is that all of the members will share teaching materials and curricula. A list of the institutions, as well as the participants are located at the Angel site. Access the site as follows: https://angel.ecc.edu Click on "Community Search" (lower left hand side) click on a group called "Center of Excellence" click on the "CAE2Y" folder and enter the password "ECC2010". This will work for all the Angel referenced documents. Two documents of interest are: Cyberwatch_NY_Organizational_Meeting_1_.docx and CyberWatch_Consortium_Proposal. Furthermore, view one photo of the group at CyberWatch Group http://wnt.ecc.edu/iss/cae2y/IAOutReach.html 
 

--------------------------------------------------------------------------------
 
b. Shared Faculty (e.g., Faculty on curriculum development committee for more than one institution)
Point Value: Up to 5 points 

 
SUBMISSION: 
1.Erie Community College in Buffalo NY was the first community college in NY State to join CyberWatch. http://www.cyberwatchcenter.org/index.php?option=com_content&view=article&id=82&Itemid=161. This enables us to share courses, materials an methodologies which have been highly endorsed by other institutions which are Centers of Excellence. We currently have a new coordinated group formulated which is comprised of five 2 year and five 4 year institutions which would like to form a CyberWatch NY State branch. This will faciltate much more sharing across our local regions. http://angel.ecc.edu photo at http://wnt.ecc.edu/iss/cae2y/IAOutReach.html 
We have had students apply to SUNY Buffalo under the Scholarship for Service program and get accepted. http://www.cse.buffalo.edu/caeiae

3. We have participated with and shared various workshops with our partner SUNY Buffalo. http://www.cse.buffalo.edu/caeiae/joint-workshop2010

4. Donna Kaputa has presented lectures ar SUNY Buffalo as part of the shared curriculum methodology.

5. Donna Kaputa and Toni Kuroski presented to ECC faculty and staff. Photo at ISS Security Workshop http://wnt.ecc.edu/iss/cae2y/IAOutReach.html 

6. ISS faculty (Kowalski, Kaputa, Kuroski, Gill & Palombo) participated at Opening Day for ECC Workshop, Security demonstration. Photo at http://wnt.ecc.edu/iss/cae2y/IAOutReach.html 
 
 

--------------------------------------------------------------------------------
 
c. Use of distance education technology and techniques to deliver IA courses. (Distance education includes live/delayed broadcasts, videotapes/CDs, lectures, and web-based IA courses.)
Point Value: Up to 5 points 

 
SUBMISSION: 
The following classes have all been taught as online/hybrid classes:
DA 107 Introduction to Information Systems Security https://angel.ecc.edu/section/default.asp
DA 102 Legal, Ethical and Regulatory Framework of Security http://isscert.com 
DA 204 Digital Forensics http://isscert.com
DA 160 Oracle Database http://angel.ecc.edu 
 

--------------------------------------------------------------------------------
 
d. Evidence the program is providing students with access to IA practitioners (Example: guest lecturers working in IA industry, government, faculty exchange program with industry and/or government, etc.)
Point Value: Up to 5 points 

 
SUBMISSION: 
We have tried to integrate the various courses with practitioners from the local government, banking and information security companies through various lectures and class discussion.
Starting in 2006

Professor Marsha Powell, Professor SUNY Tompkins Cortland, Dept of Digital Forensics, met with ECC ISS faculty to share curricula formation.

Mr. Bill Smead, sigJ Services, Computer Forensics Specialist, met with ISS faculty to discuss digital forensics careers. http://www.sigJ.com

2007

S.A. Jeffrey Tricoli, outreach from FBI to Information Security class at ECC http://buffalo.fbi.gov
SA Tricoli spoke about the many challenges of fighting cybercrime today and some interesting past cases.

ISS faculty visited Regional Digital Forensics Laboratory, Buffalo, NY

2008

S.A. Matt Braverman, outreach from FBI to Information Security class at ECC http://buffalo.fbi.gov

Mr. Bill Smead, sigJ Services, Computer Forensics Specialist, met with ISS class to discuss past cases and evidence collection and spoliation

2009

Timothy Lukasiewicz, Citicorp, presentation on disaster recovery to Information Security class

S. A. Thomas Horrigan, outreach to ISS classroom at ECC Discussion of cybercrime. http://buffalo.fbi.gov

Presentation by Thomas Rude, digital forensics investigator, to faculty and students at ECC http://www.onlineforensicstraining.com

Internship opportunities are also given to our students:

Roswell Park Cancer Institute, Mr Mike Mineo site supervisor for 6-7 students ongoing. http:www.roswellpark.org

Students are encouraged to join and participate in the meetings of Infragard of which Donna Kaputa is a Board of Directors member. 

http://www.infragardbuffalo.org/about/Buffalo-board-of-directors

Also we have formulated an ISS Advisory Board to gain valuable input from practitioners. http://www.angel.edu 

--------------------------------------------------------------------------------
 
Back to top 
 

--------------------------------------------------------------------------------
 
2. IA Student Development: The program provides development opportunities for students that lead to a two year associate’s degree or a certificate in an IA discipline.  

 
Overall Point Value: 14 minimum/28 maximum 
 

--------------------------------------------------------------------------------
 
a. Evidence of IA degrees/areas of study/track or certificates (For example: List of IA Associates degrees and/or certificates in IA curriculum as listed on the institution’s website or catalog, list of all IA program courses with their descriptions).
Point Value: 5 points 

 
SUBMISSION: 
Degrees:
1. Information Technology Associate in Applied Science http://www.ecc.edu/academics/programs/infotech/default.aspx This degree allows the students to take information security as their concentration. (This is the 5 core courses) or students may take the separate ISS Certificate. 

Certificates:
1. Information Systems Security http://www.ecc.edu/academics/programs/infosystems/default.aspx
2. Computer Security and Investigations Digital Forensics http://isscert.com click on What is DFCC.

The above degree/certificates are comprised of the following IA program courses. The descriptions and outlines can be found at http://www.isscert.com....Click on "Course Outlines for 4011 and 4013 Mappings" 

Courses: 
DA 102:Introduction to Computer Security Investigations and Hardware Fundamentals
Overview of computer security investigations including,
but not limited to: guidelines and procedures; policies and
regulations and proper incident response. Various digital
media, operating/file systems, and forensic software will be
introduced. Overview of hardware fundamentals including
safe handling of, installation and configuration of
microcomputer hardware components. Hands-on laboratory
exercises will be included.

DA 107:Introduction to Information Systems Security 
The course provides an overview of the principles and concepts of Information
Systems Security. It is the first course required for the ISS Certificate. It includes an introduction to information security, the need for information security,
risk assessment and management network and system security, cryptography
and security maintenance. Hands-on exercises will be included.

DA 155: Operating Sysytems and Shell Scripting
An overview of the major Operating Systems(DOS/Windows; UNIX/Linux) used
in personal computers is presented. Introduction to how the various operating
systems are designed, the process of booting up, device recognition and how
the kernel works. The fundamentals of writing shell scripts within the various Operating systems is also presented.

DA 200:Computer and Network Security 
This course provides an overview of the setup and use of firewalls. 
Securing email servers will be discussed.Also,
approaches for detecting and responding to buffer attacks will be discussed and
demonstrated. Viruses, operating systems security holes, along with impersonation,
spoofing and wireless security flaws will be discussed. 

DA 201:Operations and DatabaseSecurity 
This course will cover fundamentals ofoperations and database security. Topics
may include controls over hardware, software and backups, audits and monitoring,
operations personnel and physical security concepts. Also includes security
management and concepts of Web security

DA 202:Ethics, Legal and Regulatory Framework of Information Security
This course will cover fundamentals of the legal, ethical and regulatory framework
for information systems security.Topics will include information systems
security and the law; computer related crimes; measures and technologies used
to investigate incidents and risk frameworks. Also includes recovery and control
and audit procedures. Ethics and legal and regulatory implications will be
discussed. 

DA 203: ISS Internship (optional)
Individual assignment of carefully selected information systems security internships.
This will provide hands-on experience in working in the security field. This
can be physical, software, hardware,operational, or database security related
projects.

DA 204:Digital Forensics I
This course will cover the fundamentals
of computer forensics and investigations. Topics will include historical and
current computer forensic and investigative security issues; a systematic
approach to computer investigations; digital forensics, email and image file
analysis; and guidelines for investigation reporting. Various forensic tools will be
used during the laboratory portion of the class. Hardware and software issues
related to the development of a computer forensics laboratory will be discussed.
Prerequisite: Some prior computer experience recommended. 

DA 205:Digital Forensics II

This course will cover advanced digital forensics topics. Some of the concepts discussed and demonstrated include : forensic 
cleansing, forensic duplication, imaging, acquisition, hashing, file meta data analysis, carving and examining deleted files. Some of the software used in the lab includes: SMART, HELIX, Backtrack, FTK, Mac Forensic Lab and Gargoyle Forensic Investigator. 

DA 206: Networking and Network Forensics
An overview of network technology, network components, network operating system software and network interconnection schemes. A detailed overview of network traffic capturing, packet analysis, intrusion detection, firewalls, proxy servers, image capturing and transportation, and memory forensics.
 
 

--------------------------------------------------------------------------------
 
b. Evidence of Copies of Articulation/Transfer agreements with 4 yr institutions offering a concentration or IA degrees/areas of study/track or certificates.
Point Value: 5 points 

 
SUBMISSION: 
Several Articulations have existed for years with the Information Technology Department formerlly known as CIS dept. We have recently entered into the development phase of articulations with Defiance Collge, Ohio and Champlain College, Vermont. These 2 are specifically geared to the ISS/ Digital Forensics course Certificates. Since the Digital Forensics course Certificate is brand new, the articulations are progressing and should be finished by next semester (Spring 2011).
Defiance College: http://www.defiance.edu/pages/BASS_majors_DFS.html
Champlain College: http://champlain.edu/Undergraduate-Studies/Majors-and-Programs/Computer-and-Digital-Forensics.html

Four Year Institutions:
Franklin University- Information Technology BS http://angel.ecc.edu

Fredonia State College- Computer Information Systems (CIS) BS http://angel.ecc.edu

Kaplan University- Information Technology http://angel.ecc.edu

Buffalo State College-Computer Information Systems BS- http://www.buffalostate.edu/admissions/documents/currseqecc-cis.pdf
Empire College-Science, Mathematics & Technology http://angel.ecc.edu

Hilbert College- http://angel.ecc.edu 
 

--------------------------------------------------------------------------------
 
c. Articulation agreements with high schools to facilitate awareness and training for faculty/administration/students.
Point Value: 2 points per school / 6 pts maximum 

 
SUBMISSION: 
Erie Community College (ECC) works with local area schools to facilitate awareness and training for faculty/administration/students.
The primary course taught (DA106) Introduction to Microcomputer Applications http://angel.ecc.edu is used as a pathway to bring high school students on campus and into the IT curriculum. Once they are matriculated into the course, they receive college credits toward the AAS IT degree. Once they are working toward the AAS IT degree they may take ISS courses as a part of their degree. Photos of the workshops (Career Workshop, High School Workshop and Teacher Workshop) may be seen at http://wnt.ecc.edu/iss/cae2y/IAOutReach.html 

High Schools
Amherst-Introduction to Microcomputer Applications
Alden-Introduction to Microcomputer Applications
Buffalo Public Schools- (Bennett, Riverside, McKinley)-Intro. To Microcomputer Applications
Cheektowaga-Visual Basic
Cleveland Hill- Introduction to Microcomputer Applications
East Aurora-Introduction to Microcomputer Applications
Eden-Introduction to Microcomputer Applications
Hamburg-Introduction to Microcomputer Applications
Orchard Park- Introduction to Microcomputer Applications
Tonawanda-Introduction to Microcomputer Applications
West Seneca East-Introduction to Microcomputer Applications
West Seneca West-Introduction to Structured Programming 
 

--------------------------------------------------------------------------------
 
d. Participation in Cyber/IA competitions.
Point Value: 2 points per each / 6 pts maximum 

 
SUBMISSION: 
As a member of CyberWatch http://www.cyberwatchcenter.org we are using CyberWatch to begin to prepare for the CyberDefense competitions. We have not participated actively thus far. 
 

--------------------------------------------------------------------------------
 
e. Courses containing “Hands-on” training or Lab training.
Point Value: 2 points per course / 6 pts maximum 

 
SUBMISSION: 
DA204-DIGITAL FORENSICS I http://wnt.ecc.edu/iss/DFCcontent/DA%20204courseoutline/M-11-11-09.doc
DA205-DIGITAL FORENSICS II http://wnt.ecc.edu/iss/DFCcontent/DA%20205outline.doc
DA107-INTRODUCTION TO INFORMATION SYSTEMS SECURITY http://wnt.ecc.edu/iss/DFCcontent/DA%20107courseoutlineM-11-11-09.doc
DA200-COMPUTER AND NETWORK SECURITY http://wnt.ecc.edu/iss/DFCcontent/da%20200courseoutlineM-11-11-09%20(2).doc
DA201-OPERATIONS AND DATABASE SECURITY http://wnt.ecc.edu/iss/DFCcontent/DA%20201courseoutlineM-11-11-09%20(3).doc
DA155-OPERATING SYSTEMS AND SHELL SCRIPTING http://wnt.ecc.edu/iss/DFCcontent/DA155.pdf
DA206-NETWORKING AND NETWORK FORENSICS http://wnt.ecc.edu/iss/DFCcontent/DA206courseoutlineM-11-11-09.doc
DA102-INTRODUCTION TO COMPUTER SECURITY INVESTIGATIONS AND HARDWARE FUNDAMENTALS http://wnt.ecc.edu/iss/DFCcontent/DA102.pdf
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In addition to viewing the course outlines above, one may see all the laboratory exercises/components by visiting http://angel.ecc.edu and clicking on the appropriate folders in CAE2Y folder. This will illustrate the actual labs performed by the students in the various courses. 
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--------------------------------------------------------------------------------
 
3. IA as multidisciplinary subject: The academic program demonstrates that IA is treated as a multidisciplinary subject with elements of IA knowledge incorporated into various disciplines. 

 
Overall Point Value: 10 minimim/15 maximum  
 

--------------------------------------------------------------------------------
 
a. Evidence that IA is taught as modules in existing non-IA courses and that non-technical/non-IA students are being introduced to IA (For example: Non-technical/non-IA students are being introduced to IA concepts; e.g. business courses teaching Information Security modules, health courses – HIPAA regulations)
Point Value: 5 points 

 
SUBMISSION: 
Some of the Criminal Justice courses in which non-IA students are introduced to concepts of crime and society, security fundamentals 
and criminal court and procedures.
CR 160-Crime and Society http://angel.ecc.edu
CR 170-Introduction to Criminal Law http://angel.ecc.edu
CR 260-Criminal Courts and procedures http://angel.ecc.edu

Some of the Homeland Security Courses include:

HS 200 Homeland Security Planning and Assessment http://angel.ecc.edu
HS 210 Advanced Incident Command http://angel.ecc.edu
HS 220 Homeland Security Internship http://angel.ecc.edu

Some of the Health Information Technology Courses include:

MR 103 Health Record law http://angel.ecc.edu
MR 211 Topics in Health Information Management http://angel.ecc.edu 
 

--------------------------------------------------------------------------------
 
b. Evidence IA programs (certificate and/or degree programs) require non-technical courses of study; e.g. ethics, policy, and business.
Point Value: 5 points 

 
SUBMISSION: 
EN 110-COLLEGE COMPOSITION http://angel.ecc.edu
EN 111-COMPOSITION AND INTERPRETATION OF LITERATURE http://angel.ecc.edu
MT 125-COLLEGE MATH http://angel.ecc.edu
MT 143-INTRODUCTION TO STATISTICS http://angel.ecc.edu
DA 240-SYSTEMS ANALYSIS WITH RESPECT TO BUSINESS APPLICATIONS http://angel.ecc.edu
DA 202-LEGAL,ETHICAL AND REGULATORY FRAMEWORK OF SECURITY http://angel.ecc.edu

ALSO NEED:
(2) SOCIAL SCIENCE ELECTIVES
(1) LIBERAL ARTS ELECTIVE These courses ensure that our security practictioners will graduate with writing, speaking and critical-thinking skills as well as capability in information assurance 
 

--------------------------------------------------------------------------------
 
c. Availability of non-credit/credit professional development courses in IA (e.g. First responders, K-12 teachers)
Point Value: 5 points 

 
SUBMISSION: 
The following are examples of non-credit/credit professional development courses in IA :
CISCO courses 
TE295: Network Fundamentals http://angel.ecc.edu
TE296: Routing Protocols and Concepts http://angel.ecc.edu
TE297: LAN Switching and Wireless http://angel.ecc.edu
TE298: Accessing the WAN http://angel.ecc.edu
 

--------------------------------------------------------------------------------
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4. IA Outreach: The academic program must demonstrate a strong collaboration with business, industry, government, and the local community. 

 
Overall Point Value: 4 minimum/10 maximum 
 

--------------------------------------------------------------------------------
 
a. Evidence provided in the form of a Strategic Plan and/or general IA Awareness Program description (example: flyers, letters from sponsors, etc), and/or workshop accomplishments. (For example: sponsorship of workshops for K-12, senior citizen groups, community colleges, technical schools, state homeland security, first responders, industry, etc.)
Point Value: Up to 10 points 

 
SUBMISSION: 
ECC has participated in a myriad of workshops, conferences, IA Awareness programs and outreach to the community. This list is fortified by URLs and pics found in the Angel site.
March 2006 Collaborated with SUNY at Buffalo for a conference presented with the FBI and Erie Community College. At this conference ECC demonstrated the Portable Educational Network (PEN) as part of our presentation. This conference reached out to many local small businesses as part of our information dissemination component. Over 175 educators and business people attended this conference. http://www.cse.buffalo.edu/caeiae/joint-workshop2006 
October 2006
Presentation in the 6th Annual Western NY Technology Forum in Niagara Falls, http://elinks.ecc.edu/academic/iss/WNY%20Technology%20Forum%2010-24-06.pdf 6th Annual Western New York Technology Forum Featuring Homeland Security and Bioinformatics 

November 2006 Presented Security Talk for ECC Faculty and Staff photo at http://wnt.ecc.edu/iss/cae2y/IAOutReach.
December 2006 Presentation and participation in December 14, 2006 Infragard Meeting, Getzville, NY Discussion and dissemination of security curriculum.

May 2007 Invited to participate in NSF/ATE Projects Impact Publication Viewbook Submission highlighting the ISS curriculum at ECC…template matrix submitted May 2007. Our submission was picked for publication for the viewbook.

May 2008
Collaborated with SUNY at Buffalo for a conference presented with the FBI and Erie Community College. This conference reached out to many local small businesses as part of our information dissemination component. Over 175 educators and business people attended this conference. http://www.cse.buffalo.edu/caeiae/joint-workshop2008

October 2008: Scheduled first Advisory Board meeting with industry and business and academe leaders. Solicited input regarding development of certificate in digital forensics.
March 2009 expansion of ISS website www.isscert.com to include Digital Forensics Certificate
Collaborated with SUNY at Buffalo for a conference presented with the FBI and Erie Community College. This conference reached out to many local small businesses as part of our information dissemination component. Over 175 educators and business people attended this conference. http://www.cse.buffalo.edu/caeiae/joint-workshop2009

September 2009 faculty team presented at ECC start-up discussion to the entire ECC community information about ISS & DF Certificates. Demonstrations. photo at Opening Day Demo http://wnt.ecc.edu/iss/cae2y/IAOutReach.html
October 2009 sponsored Technology Forum in Niagara Falls, to effect dissemination about our program. Presentation by Michael McCartney, forensics examiner
Participated in Computer Science Teachers Association conference at ECC North
November 2009 Dr.Donna Kaputa presented talk at Criminal Justice Dept for dissemination about new Certificate, also presented at SUNY Buffalo’s Digital Forensics class, discussion about mobile forensics
December 2009 began and completed NSA mappings to 4011 and 4013 standards for Certification as a Center of Excellence in Information Assurance
January 2010 Hosted HS Teachers & HS Student DF Workshop with over 50 participants. Very successful endeavor. This workshop explained the coursework of the new CS&I/DF Certificate and illustrated to the students two lab modules which we use in class. The students were able to try out the labs and seemed very engaged with the exercises. photo at http://wnt.ecc.edu/iss/cae2y/IAOutReach.html
April 16, 2010 Hosted first CyberWatch New York State Meeting 2010 photo at http://wnt.ecc.edu/iss/cae2y/IAOutReach.html

July 2010 Participated in the Computers for Children Camp. Discussed Information Assurance Topics with children aging in age from 10 to18 years old.

August 2010
Collaborated with SUNY at Buffalo for a conference presented with the FBI and Erie Community College. http://www.cse.buffalo.edu/caeiae/joint-workshop2010

Conducted Digital Forensics Educators Workshop
Erie Community College in collaboration with the Naval Postgraduate School presented a workshop on Digital Forensics Education. The purpose of the workshop was to bring together educators who are teaching (or plan to teach) courses in computer forensics and are supervising student research. Dr. Simson Garfinkel presented his AFF and forensics corpora, and explained how it can be integrated into digital forensics education. Other Digital Forensics Educators shared their curricula and coursework. Many interesting talks were part of this endeavor.

 
 

--------------------------------------------------------------------------------
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5. IA Faculty: Faculty assigned specifically to teach and/or develop IA courses/curricula/modules. 

 
Overall Point Value: 11 minimum/15 maximum 
 

--------------------------------------------------------------------------------
 
a. Identify by name faculty member with overall responsibility for the IA instructional program. Provide evidence, i.e. verification letter and/or job description.
Point Value: 5 points (required) 

 
SUBMISSION: 
Dr. Donna Kaputa- Department Chair Information Technology, North Campus. 
Dr. Kaputa's responsibilities include: curriculum, classes, and faculty pertaining to Erie Community College Information Assurance Program. 

Letter from Vice president entitled "CAE2Yletter.doc" is found at http://angel.ecc.edu

Also Letter of Recommendation from CEISARE entitled "Kaputa-letter.pdf" is found at http://angel.ecc.edu 
 

--------------------------------------------------------------------------------
 
b. Identify by name additional IA faculty members teaching IA courses within the department that sponsors IA programs.
Point Value: 1 pt per name / up to 5 maximum 

 
SUBMISSION: 
1. Dr. Donna Kaputa http://angel.ecc.edu
2. Anthony Kuroski http://angel.ecc.edu
3. Louise Kowalski http://angel.ecc.edu
4. Lisa Palombo http://angel.ecc.edu
5. Gerald Gill http://angel.ecc.edu  
 

--------------------------------------------------------------------------------
 
c. Provide evidence in the form of curriculum vitae supporting the faculty member’s qualifications to teach IA. At least one IA faculty member will be expected to be professionally certified with at least one of the IA certifications listed under DOD Directive 8570, such as CISSP, CPP, CISA, CISM, GIAC, etc. or a minimum of 9 hrs of graduate coursework and/or appropriate experience in a related field could be considered in lieu of a professional certification.
Note: Can be same individual as 5a.

CISSP: Certified Information System Security Professional
CPP: Certified Protection Professional
CISA: Certified Information Systems Auditor
CISM: Certified Information System Security Manager
GIAC: Global Information Assurance Certification
Point Value: 5 points (required) 

 
SUBMISSION: 
Donna Kaputa PhD. has accumulated many hours of graduate course work in acquiring her doctorate, in addition to being the Project Director on two NSF grants in the Information Assurance area. Her CV is available in the http://angel.ecc.edu site. In addition- some Security Trainings include:
CISSP Bootcamp online IP3
Certified Ethical Hacker Course, EC Council, New Horizons, Buffalo NY
Linux Data Forensics Online Course
Certified as Computer Hacking Forensic Investigator CHFI
Paraben Mobile Forensics I
CCE Bootcamp online, Key Computer Services

Louise Kowalski Conferences & Training CV is located at http://www.angel.edu

10/2008 AACC ATE Conference
10/2006 AACC ATE Conference, Showcase Presenter 
7/2006 EC-Council Certified Ethical Hacker
3/2006 Cyber Security Workshop 
11/2005 Upstate New York's 7th Annual Security Summit (Hackerfest 2005)
10/2005 NSF ATE Conference
4/2005 IP3 / Implementing IT Security - From Strategy to Reality

Lisa Palombo Training CV located at http://www.angel.edu
Oracle Academy Institute –NORTH AMERICA INSTRUCTOR INSTITUTE 2008 at Oracle Worldwide Headquarters-Data Design and Programming with SQL.
Career Academy- Digital Forensics, Computer and Electronics Discovery. (DVDs)
Attended Digital Forensics Workshop hosted at Erie Community College North Campus 6/1/09-6/3/09 (Farmer dude)

Anthony Kuroski Training CV loacated at http://www.angel.edu

ATE Conference Washington DC held in Oct. years 2010, 2009, 2008, 2007, 2006, 2005
Digital Forensics Educator Workshop July 2010 2 ECC
Workshop on SMART forensics software 2010
Paraben cell phone forensics May 2009
Network Forensics Las Vegas July 2008 Certified 
as a Computer Hacking Forensic Investigator CHFI 
NeFX2009 Conference July 2009 New York City
Farmer Dude workshop on Digital Forensics June 2009 @ ECC

Gerald Gill Training/Education CV located at http://www.angel.edu
V located at 
Computer Training For Investigators-Erie County Central Police Services
Admissibility of Electronic Evidence-University at Buffalo Search and Seizure of Digital Evidence.
Image Scan-WNY Computer Forensics Laboratory
Digital Forensics Symposium-John Jay College of Criminal Justice 

--------------------------------------------------------------------------------
 
Back to top 
 

--------------------------------------------------------------------------------
 
6. Practice of IA encouraged throughout the Institution: The academic program demonstrates how the institution encourages the practice of IA, not merely that IA is taught. 

 
Overall Point Value: 8 pts minimum/20 maximum 
 

--------------------------------------------------------------------------------
 
a. Provide a link to the institution IA security plan and/or policies
Point Value: Up to 5 points 

 
SUBMISSION: 
https://myecc.ecc.edu/SiteDirectory/CITS/IA/Shared%20Documents 
 

--------------------------------------------------------------------------------
 
b. Institution designated Information System Security Officer or equivalent. Provide name, position and job description for person or persons responsible for information security.
Point Value: 5 points 

 
SUBMISSION: 
Information Assurance Key Personnel
Joseph Stewart - CIO - Information System Security Officer-The Associate Vice President for Information Technology-

The chief technical administrator for the College. The CIO will provide leadership in developing the college’s information and technology capabilities. The Associate Vice President must have the knowledge, skills and experience to develop and deliver IT-solutions, which are consistent with ECC’s mandate. Does related work as required.
Some typical work activities include:
? Formulates policies and procedures for the assigned academic divisions;
? Work collaboratively with faculty and staff to enhance the use of technology in promoting student success;
? Develop ways to provide efficient and effective use of technology resources, while accomplishing the goals and objectives of the college;
? Provide unified campus management for information and technology
stewart@ecc.edu 

David Arlington - Director ERP Systems & Information Services- 

The work involves administering the college administrative software system; coordinating systems that interface with the Enterprise Resource Planning (ERP) system; developing, implementing and maintaining information security policies and procedures for the college; directing and coordinating the development of workflow solutions for college departments; coordinating all systems requests for custom programming, system reconfigurations and executes them when necessary. This position is responsible for coordinating all aspects of the ERP system and functions as the Information Security Officer for Erie Community College. Work is performed under the general supervision of the Chief Information Officer. Supervision is exercised over a number of professional, technical and clerical staff. Does related work as required.
Some typical work activities include:
? Chairs the ERP system GAP committee as the lead administrator for the administrative software system.
? Develops policies and procedures for systems that interface with the administrative software system.
? Develops implements and maintains policies and procedures for system administration and appropriate use of college databases.
? Administers confidential reporting and data extraction needs.
? Designs and implements disaster recovery plans for operating systems, databases, and software applications.
arlington@ecc.edu 

Scott Ermer - Network Administration Specialist-

The position of Network Administration Specialist provides technical expertise for the College’s computing environment including secure access for students and staff members to various network services. The NAS assists in the development of the help desk, virus protection planning and directly supports the local/wide area network. The NAS participates in technical planning and security policy decisions as a member of the Information Technology technical team. The NAS participates in technical planning and security policy decisions as a member of the Information Technology technical team. The NAS supervises electronic technicians, technical assistants and other technical support personnel as assigned by the Chief Information Officer. The NAS supports back-end and front-end services for distance learning, automated FTE collection and e-mail services. The NAS has a thorough knowledge of networking protocols for all data communications including IP telephony, wireless networks, broadcast video, and multi-media streaming technologies. The NAS reports directly to the Chief Information Officer or designee. Does related work as required. 
Some typical work activities include:
? Supports operations for the College’s network systems including the IP telephony system, video conferencing, e-mail services, helpdesk, distance learning infrastructure and Web services.
? Consults regularly with other network managers to ensure a secure networking environment
? Supports CITS staff operations for desktop computing and College-wide networking services
? Supports the wireless networking environmentermer@ecc.edu 

Joseph Lundin-Director Communications Systems 

The work involves participation in college wide planning and policy decisions as a member of the Information Technology management team and represents the academic computing environment in meetings with academic departments, task forces and user groups. The Director of Communications (DOC) supervises Communications System Specialist, Electronic Technicians, Technical Assistants and other technical staff. The incumbent will be responsible for network security procedures, security procedures implementation, virus protection, and software and system services for distance learning, automated full time equivalency (FTE) collection and email services. The DOC has thorough knowledge of network protocols for all data communications including IP telephones, wireless networks, broadcast video and multi-media streaming technologies. The work is performed under the direct supervision of the Chief Information Officer. Does related work as required.
Some typical work activities include:
? Directs operations for the college communications systems, including the IP telephone system, video conferencing, email services, distance learning infrastructure and web services;
? Directs the implementation for an enterprise wide network security procedure;
? Directs the CITS staff operations for desktop computing college wide;
? Directs and implements CISCO call manager cluster design and database
lundin@ecc.edu 

Matthew Allen - Network Operation Specialist- 

The work involves the development and administration of a complex client/server infrastructure for the College. The incumbent is responsible for the integration of the networking operating systems. The work is performed under the general supervision of the Chief Information Officer or his/her designee. Supervision is exercised over lower level staff. Does related work as required.
Some typical work activities include:
? Designs complex Wide Area Network (WAN) switched network;
? Administers a variety of systems technologies and service applications, including Transfer Control Protocol (TCP)/Internet Protocol (IP) addressing structures, and routing switching, and bridging implications of each of their protocols;
? Administers operations of a Windows X Server and other operating systems;
? Administers the installation of all hardware and software associated with the local and wide area networks;
allen@ecc.edu 

Cynthia Galvin - Senior Software Specialist-

The work involves assisting employees and students in utilizing College software. The incumbent assists in the development of multimedia training materials. The work is performed under the general supervision of an administrator. Supervision may be exercised over lower level staff. Does related work as required. 
Some typical work activities include: 
? Develops multimedia content for College-related activities;
? Assists in the development of media-rich training material for the faculty and staff;
? Deploys and supports various software-suites for faculty and staff;
? Assists faculty in developing learning materials for various delivery systems
galvin@ecc.edu  
 

--------------------------------------------------------------------------------
 
c. Provide evidence of the implementation of the institution IA security plan to encourage IA awareness throughout the campus. (Example: Students and faculty/staff are required to take computer based training or on-line tutorials; a security banner statement present on institution computers; security related help screens are available; institution-wide seminars are held on the importance of IA, etc- 2pts awarded per item)
Point Value: 2 minimum / 10 maximum 
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I. Introduction
In keeping with Erie Community College (ECC) mission and goals, a variety of information technology resources
are offered to provide accessible, affordable, quality education and services to a diverse community that includes
students, faculty and staff. The capabilities these resources offer include, but are not limited to, network and local
computing, telephony and video conferencing. They are supported through workstations, servers, networks,
phones, video conference units and other information technology devices and peripherals. Information
technology resources are intended for college-related purposes, including direct and indirect support of
academics, research and service missions, college administrative functions, student and campus activities and
the free exchange of ideas within the college community and the wider local, national and world communities.
The policy contained herein applies to all faculty, staff, students and other authorized users of ECC’s information
technology resources. Additional policies may govern certain computing resources, such as workstations, network
devices, servers or computer labs. Users are encouraged to consult the manager or administrator responsible for
those services to obtain further information. This policy supplements all applicable State University of New York
(SUNY) policies, existing college policies and federal, state and local laws. Please note that the policy may be
modified as deemed appropriate by Erie Community College. Users are encouraged to periodically review this
policy posted on the college website at http://www.ecc.edu.
II. Authorized Use
ECC’s computer facilities are a resource for members of the campus community, to be utilized for activities
consistent with the instructional, research, and administrative goals of the College.
As a condition for use of the computing facilities, all users must adhere to the regulations below.
? Authorized Activities
ECC computer facilities shall be utilized solely for work consistent with the instructional, research, and
administrative goals of the College, as defined in the ECC "Missions and Goals" statement.
? User Privacy
Users shall respect the privacy of others. Users should not intentionally view information of other users,
modify or obtain copies of other users' files, or modify other users' passwords without their permission. ECC
computers and networks are designed to protect user privacy; users shall not attempt to circumvent these
protections.
? Resource Accounting
Users will not develop or use procedures to alter or avoid the accounting and monitoring of the use of
computing facilities. For example, users may not utilize facilities anonymously or by means of an alias, and
may not send messages, mail, or print files that do not show the correct username of the user performing the
operation.
? Resource Usage
Users must use the computing facilities in a responsible and efficient manner. Users are not permitted to alter
the lab microcomputers in any way. They are expected to refrain from deliberately wasteful practices such as
printing unnecessary listings, performing endless unnecessary computations, or unnecessarily holding public
terminals for long periods of time when others are waiting for the same resources. Users are not allowed to
develop or use procedures that obstruct authorized use by others. Users shall not interfere with
microcomputer setups which are intended to keep microcomputer software current and legal.
? Copyrights and Licenses
Users may not violate the legal protection provided by copyrights and licenses held by ECC. Users should not
make copies of any licensed or copyrighted computer program found on any ECC computer or storage device
without the written authorization from the College Information Technology Services (CITS) department. US
Federal copyright law grants authors certain exclusive rights of reproduction, adaptation, distribution,
performance, display, attribution, and integrity to their creations. Works of literature, photographs, music,
software, film, and video works can all be copyrighted. Examples of probable violations of copyright laws
include, but are not limited to: making unauthorized copies of any copyrighted material (such as commercial
software, text, graphic images, audio, and video recordings); distributing copyrighted materials over computer
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networks or through other means; resale of data or programs, or the use of them for non-educational
purposes or for financial gain; public disclosure of information about programs (e.g. source code) without the
owner's authorization. Use of Erie Community College’s logo, athletic logo or name should not be used on
any third party sites unless authorized to do so by the Public Relations Department.
? Anti-Virus Protection
Every computer connected to the campus network will be required to run current anti-virus protection
software. Campus-provided "managed" anti-virus protection is placed on all campus-owned computers.
III. Unauthorized Use
? Unauthorized Activities
Users may not engage in wasteful and/or illegal practices which abuse the computers or networks. These
practices include, but are not limited to, the following:
o Game Playing - While limited game playing is permitted, users are not allowed to engage in recreational
or competitive game playing which utilize computing and network resources.
o Viruses – Users are not allowed to create or knowingly distribute viruses to other users, or propagate
viruses through the ECC network or Internet.
o Chain and Hoax Letters – Under no circumstances will users distribute chain or hoax e-mails.
o Unauthorized Servers – The establishment of a background application which services incoming requests
from other users for the purpose of gaming, chatting, browsing the web or transferring files is prohibited.
o Unauthorized Monitoring – A user may not use computing resource to monitor or capture any electronic
communication.
o Spamming or Flooding – The use of ECC’s e-mail system to send out unsolicited mail, or multiple mail
messages to list servers or newsgroups with the intent of reaching as many people as possible is strictly
prohibited.
o Private Commercial Business – Computing resources will not be used for personal or private commercial
business or for financial gain.
o Political Advertising or Campaigning – ECC’s computer resources cannot be used for any type of political
advertising or campaigning.
o Repair or Move Computers – Users may not attempt to repair or move any computer, network device or
peripheral without proper authorization.
o Circumventing Security Measures – Users are prohibited from circumventing or attempting to circumvent
any system or computing security measures. This includes any software or hardware device which
intercepts or decodes passwords or similar access control information.
o Unauthorized Access – Users are not permitted to use computing resources to gain unauthorized access
to remote computers or to impair or damage the operation of ECC’s computers, network or peripherals.
This includes blocking communication lines, intercepting communications, and running, installing or
sharing virus programs. Users must not offer alternative methods of accessing ECC network resources,
such as through dial-up or VPN.
o Network Device Installation – Users must not implement any device or computer on the network without
proper authorization. This includes, but is not limited to, laptops, hubs, switches, routers, firewalls and
wireless access points.
o Terrorism – Users are not allowed to use ECC’s computing resources to participate in any terrorist
discussions, actions and/or activities connected with overthrowing the government of the United States.
? Academic Dishonesty
Practicing any form of dishonesty through use of computing facilities (for example cheating, plagiarism, or
fraud) is prohibited.
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? Harassment
Using computers or networks to harass, abuse or intimidate another person is prohibited. Users shall not
develop or employ programs that harass other users. Users shall be sensitive to the public nature of shared
facilities, and take care not to display on screens in such locations images, sounds or messages that could
create an atmosphere of discomfort or harassment for others.
? Obscenity
Obscene language in electronic mail, messages, process names, file names, file data, and other publicly
visible forms is prohibited.
? Pornography
Pornography in electronic mail, file data, web sites, and other publicly visible forms, is prohibited. Federal
Child Pornography Law makes it illegal to create, possess, or distribute graphic depiction of minors engaged
in sexual activity, including computer graphics. Computers storing such information can be seized as
evidence.
IV. Electronic Mail
The purpose of this policy is to ensure the proper use of ECC’s e-mail system by its students, faculty, and staff.
Electronic Mail is a tool provided by the college to complement traditional methods of communications and to
improve education and administrative efficiency. Users have the responsibility to use this resource in an efficient,
effective, ethical and lawful manner. Use of the college’s e-mail system evidences the user's agreement to be
bound by this policy. Violations of the policy may result in restriction of access to ECC’s e-mail system and/or
other appropriate disciplinary action.
? Erie Community College owns all e-mail accounts run on its system. The College Information Technology
Services department is responsible for maintaining the system.
? While incidental non-business personal use of e-mail is acceptable; conducting business for profit using
College resources is forbidden.
? While the College will make every attempt to keep e-mail messages secure, privacy is not guaranteed
and users should have no general expectation of privacy in e-mail messages sent through the Institutional
system. Under certain circumstances, it may be necessary for the CITS staff or other appropriate campus
officials to access email files to maintain the system, to investigate security or abuse incidents or
violations of this or other college policies. Such access will be on an as needed basis and any e-mail
accessed will only be disclosed to those individuals with a need to know or as required by law.
? Individuals are responsible for saving e-mail messages as they deem appropriate. Due to limited
resources, the ECC CITS department has the right to restrict the amount of user space on the e-mail
server as necessary and to purge and remove e-mail accounts of students who have not registered for a
semester, as well as for other individuals no longer affiliated with the college.
? When using e-mail as an official means of communication, students, faculty, and staff should apply the
same professionalism, discretion, and standards that they would use in written business communication.
Furthermore, students, faculty, and staff should not communicate anything via e-mail that they would not
be prepared to say publicly.
? Approval and transmission of e-mail containing essential college announcements to students, faculty,
and/or staff must be obtained from the appropriate authority. Only the Offices of Vice President or
President can authorize the sending of broadcast messages to a wide audience of students, faculty, and
staff within the scope of their authority.
? Any inappropriate e-mail, examples of which are described below and elsewhere in this policy, is
prohibited.
o The creation and exchange of messages that contain harassing, obscene or threatening material.
o The unauthorized exchange of proprietary information or any other privileged, confidential or sensitive
information.
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o The creation and exchange of advertisements, solicitations, chain letters and other unofficial,
unsolicited e-mail.
o The creation and exchange of information in violation of any laws, including copyright laws, or
Institutional policies.
o The knowing transmission of a message containing a computer virus.
o The misrepresentation of the identity of the sender of an e-mail.
o The use or attempt to use the accounts of others without their permission.
V. Password Use
? Passwords are an important aspect of computer security. They are the front line of protection for user
accounts. A poorly chosen password may result in the compromise of Erie Community College's entire
network.
? This policy is intended for every employee and student who have or are responsible for an account (or
any form of access that supports or requires a password) on any system that resides at any Erie
Community College facility, has access to the college’s network, or stores any non-public ECC
information.
? Passwords must not be inserted into email messages or other forms of electronic communication, nor are
they allowed to be written down and kept in an unsecured location (e.g., such as on a post it note on your
desk). Users are responsible for the security of their password.
? All user-level and system-level passwords should conform to the guidelines described below.
Strong passwords have the following characteristics:
o Contain both upper and lower case characters (e.g., a-z, A-Z)
o Have digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~-=\`{}[]:";'<>?,./)
o Are at least eight alphanumeric characters in length.
o Is not a word in any language, or found in the dictionary.
o Passwords should never be written down or stored on-line. Try to create passwords that can be easily
remembered. One way to do this is create a password based on a song title, affirmation, or other
phrase. For example, the phrase might be: "This May Be One Way To Remember" and the password
could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.
Poor, weak passwords have the following characteristics:
o The password contains less than eight characters
o The password is a word found in a dictionary (English or foreign)
o The password is a common usage word such as:
? Names of family, pets, friends, co-workers, sport teams, etc.
? Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.
? If an account or password is suspected to have been compromised, report the incident to the CITS
Helpdesk and change all passwords ASAP.
VI. Violations
Users should notify the Vice President of Information Technology’s office, Network Administration Office, a
classroom instructor, lab monitor or supervisor of any intentional or unintentional breaches in security. In addition,
users may E-mail abuse@ecc.edu regarding any violations of this policy.
All suspected violations will be presented to the appropriate College official to determine whether a violation of
this policy occurred. If the College official determines a violation occurred, the users account may be immediately
suspended, or their privileges may be revoked in addition to other remedial actions. If warranted, other sanctions
may be imposed including suspension or expulsion from Erie Community College. Any violations of local, state or
federal law will be dealt with by the proper authorities.
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Total MINIMUM Point Requirement: 57
Total MAXIMUM Points Available: 108
MINIMUM POINTS REQUIRED TO QUALIFY AS AN IA CENTER OF ACADEMIC EXCELLENCE: 57 
Minimum points must be met for each of the six criteria. 
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